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WRlTlm.'s CON1'ACT INFORMATlON

(202) 828-5519

Marlene H. Dortch, Secretary
Office of the Secretary
Federal Communications Commission
445 12'h Street, S.W.
Washington, DC 20554

Re: Professional Answering Service, Inc.
Section 64.2009(e) CPNI Certification Filing
EB-08-TC-5105
Request for Waiver

Dear Ms. Dortch:

Professional Answering Service, Inc. ("PAS"), by its attorneys, hereby submits its annual
CPNI Certification for 2007, and a request for a waiver of section 64.2009(e) of the
Commission's rules.

For the reasons set forth in its response to the FCC's CPNI Inquiry dated September 5,
2008 (File No. EB·08-TC-5l 05), which is incorporated herein as if fully set forth, PAS hereby
requests a waiver of Rule Section 64.2009(e) to permit the late-filing of the instant report. For
good cause shown, it is respectfully submitted that the public interest would be served by a grant
of this request.

In other instances, the Commission has granted waivers to allow the late filing of required
documents when the public interest is service by allowing such filings. See, e.g., In the matter of
Forty-one Late-Filed Applications/or Renewal ofEducational Broadcast Service Stations. DA



07-205,22 FCC Rcd 879, (Jan. 25, 2007); Junior College District ofMetropolitan Kansas City,
Missouri, DA 06-2381, 21 FCC Rcd 13770 (WTB 2006); City Page & Cellular Services, Inc.
d/b/a City Beepers, DA 02-3558, 17 FCC Rcd 26109 (WTB 2002)(Long form application
deadline waived because applicants were unaware of deadline); NPCR, Inc., Petition for Waiver
ofRule Section 54.8026, DA 07-110, 22 FCC Rcd 560, (WCB 2007)(ETC Certification report
deadline waived).

If you have any questions regarding this matter, please contact me.

Respectfully submitted,

Richard D. Rubino
Attorney for Professional Answering Service, Inc.
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ATTACHMENT 7

Marlene 11. Dortch, Secretary
Federal Communications Commission
Office of the Secreta!"/
445 12th Street, SW
Washington, DC 20554

Anllllal47 C.F.R. § 64.2009(c) erNl Certif1C>llioll
EB Docket 06-36

Annual 64.2009(e) ePNI Ccrtillcation for 2007

Date of execution: September 9, 2008

Name of Company covered by this certification: Professional Answering Service. Inc.

Form 499 Filer 10: 803712

Name of Officer signing: David Peck

Title of Oftleer signing: President

I, David Peck, ccrtily that Tam an officer of the Company named above, and a.etlng as l\11

agent of the Company, that 1 have personal knowledge that the Company has established
operating procedures that are adequate to ensure compliance with the Commission's CrNI rules.
See 47 C.F.R. § 64:2001 el seq.

Attached to this certification, as Exhibit 1 is an accompanying statement explaining how
thc Company's procedures ensurc that the Company is in compliance with the requircmcnts set
forth in seelion 64.2001 et seq. of the Commission's rulcs.

The Company.has not taken any actions (proceedings instituted or petitions Iiled by a
company at either stale commission, the court system, or al the Commission against dat<l
brokers) against data brokers in the past year. Companics must report on any infbrmation th<lt
the)' have with respect to the processes prctexters are USiilg to attempt to access CPNI, and what
steps companics arc taking to protect ePN!.

Thc Company has not received <lny customer complaints in the past year concerning the
unauthorized rclease of' erNI (number of' customcr complaints a company has received related to
unauthOl'ized acccss to erN!, or unauthori/.ed disclosure Ill' ePNI, broken down by category or
complaint, e.g., instances of' impropcr access by employees, instances of' improper disclosure to
individuals not authorized to receive the intbrmation, or instances of illlproper acce'S to online

inl'lnnation by individualsnot~.iZ::::t int..onnaliOn)..

Signed .1%dc
cc: Telccommunications Consumers Division, Enfol'CelllCllt Bureau

Best Copy and Printing, Inc.



Exhibit 1

Professional Answering Service, rile.

STATEMENT EXPLAINiNG HOW THE COM!'ANY'S OPERATlNG PROCEiJURES
ENSURE COMPLIANCE WITH THE .FCC'S ePNl RULES

I. Customer Proprletllry Network Information ("CI'NI")

CPN I is defined in Section 222(1) of the Communications Act as (A) information that relates
to the quantity, technical configuration, type, destination, and amount of use of a
telecommunications service subscribed to by any customer of a telecommunications carricr,
and that is made available to the canier by the customer solely by virtue of the carrier"
customcr relationship; and (R) inl()J111ation containeu in the hills pertaining to telephonc
cxchangc service or telephone toll service receiveu hy a customer of a carrier (except that
CPNI docs not incitHle suh~criber list inlormation).

Gcncrally, ePNl includes personal information regarding a consumer's use of his or her
telecommunications services. CPNI encompasses information such as: (a) the telephone
numbers calleu by a consumer; (b) the telephone numbers calling a customer; (c) the time,
location and duration of a consumer's outhound and inbound phone calls, and (d) the
telecommunications and inforn1ation serviccs purehascd by a consumcr.

Call detail information (also known as "call records") is a category of CPNI that is
particularly sensitive from a privacy standp(lint and that is sought by pretexlers, hackers and
other unauthorized entities for illegitimate purposes. Call detail includes any inlormation
that pettains to the t1'"nsmi,s;ol1 of a specific telephone call, including the numbcr called (for
outbound ca!ls). the numher Irom which thc call was placcd (for inbound calls), anu the uatc.
time. location and/or duration of the call (for all calls).

H. Usc and Discl"sure of CPNR Is Restricted

Thc Company recognizes that ePNI includes inllllmation that is persona] and individually
identit1able, and that privacy concerns have led Congress and thc FCC \0 impose restrictions
upon its usc and disclosure, and upon the provision of access to it by individuals or cntities
inside and outside the Company.

The Company has designated a CPNI Compliance Officer who is responsihle f,,", (1)
communicating with the Company's attorneys and/or consultants regarding ePNI
responsibilities, requirements and restrictions; (2) supervising the training of Company
emp]oyee~ and agents who usc or have access to ePN!; (3) supervising the Llse, uisclosure,
distribulion or access \0 the Company's CPNI by independent contractors and joint venture
partners; (4) maintaining recorus regarding the usc of ePNI in markeling campaigns; and (5)
receiving, reviewing and resolving questions or issues regarding usc, disclosurc. distrihution
or provision of access to erNI.



Company employees and agents that may deal with ePNI have been informed that there are
substantial federal restrictions upon CPNl use, distribution and access. In ordcr to be
authori7'ed to use or access thc Company's ePNl, employees and agents must receive
tnlining with respect to the requirements of Section 222 of the Communications Act and thc
FCC's ePNI Rules (Subpart lJ of Part 64 orthe FCC Rules).

Bel,)re an agent, independent contractor or joint vcnture partner may receive or be allowed to
access or use the Company's ePNl, the agcnt's, indcpcndent contractor's or joint venlure
partner's agrcement with the Company must contain provisions (or the Company and the
agent, independent contractor or joint wnture partner must enter into an additional
confidcntiality agreement which provides) that: (a) the agcll1, independent contractor or joint
venture partner may usc the CPNI only I"l' the purpose for which the CI'NI has been
provided; (h) the agent, independ~nt contractor or joint venture partner may not discfose or
distrihllte the CrNl to, or allow acce~s to the erNI by, any other party (unless the agent,
independent contractor odoint venture partner is expressly and spccitlcally requir~d to do so
hy a court ord~r); and (c) the agent, indcpendont contractor Or joint venturc partner mllst
implemcnt appropriate and specific safeguards aceeptahle to the Company to ensure the
confidentiality of the Company's CPN!.

HI, Protection of el'NI

1. The Company may, after recelvmg an appropriatc written request from a customer,
disclose or provide the customer's ePNI to the customer by se.nding it to the customer's
address or record. Any and all such customer requests: (1) must be made in writing; (2) mllst
include the customer's con'eet billing name and address and telephone. nUlllber; (3) mllSI
specify exactly what type or types of erNl must be discfosed or provided; (4) must speel fy
the time period for which the CPNI must b~ disclosed 0,. provided; and (5) must be signed by
the customer. The Company will disclose CPNI upon artirmative written request by the
custOll1~r to any person designatcd by thc customer, hut llnIy after the Company calls the
cllstomer's telephone number of record and/or sends a nntification to the customer's address
of record to veri Iy the accuracy of this request.

2. The Company will provide a customer's phonc rccords or other CPNI to a law
enforcement agency in accordance with applicable legal requirements.

3. Since December 8, 2007, the Company retains aU customer passwords and "shared
secret" question-answer combinations in secure tiles that may be accessed only by authorizcd
Company employees who need such information in order to authenticate the idcntity or
customers requesting call detail information over the telephone,

4. Since. December 8, 2007, Company employees authenticate all telephonc requests for
CPNl in the same manner whether or not the CrNI consists of call delail information. That
is, Company employees mLlSl: (al be furnishcd the customer's pre-established password (or
corrcct answers to the back-up "shared secret" combinations): (b) send the requested
information to the customer's postal or clcctronie "address of record" (sec delinition above);"



or (c) call thc eustomcr back at the customer's "telephonc numher of record" (see delinition
ahove) with the requested information.

5. !fa customer subscribes to multiple services offered by the Company and an affiliate, thc
Company is permitted to share the customer's epN! regarding such services with its affiliate.
!f a customer docs not subscribe to any telecommunications or non-telccommunications
services ol1'cred by an affiliate, the Company is nol permitted to share the customer's erNI
with the affiliate without the customer's e()n,enl pursuant to the appropriate notice and
approval procedures set forth in Sections 64.2007, 64.2008 and 64.2009 of the FCC's Rules.

6. When an cxisting cuslomer calls the Company 10 inquire about <lr order new, additional or
modified services (in-bound marketing), the Company may usc the customer's CPN] other
than call detail ePNI to assist the customer for the duration of the customer's cal! if thc
Company provides thc customer with the oral notice required hy Sections 64,200g(c) and
64.200g(l) of the FCC's }{ules and after the Company authentieatcs the customer,

Since December 8, 2007, thc Company discloses or tdeases call detail inf(Jrlllation to
customcrs during customer-initiated telephone contacts only whcn the customer provides a
pre-established password. If the customer does not provide a password, call detail
in!(lrmation is released only by sending it to the customer's address of record Or by the
carrier calling the customer at the telephone number of record. IT the customer is ahle to
provide to the Company during a customer-initiated telephone call, all of the cal! detail
information necessary to address a customer scrvice issue (i.e., the telephone number called,
when it was called, and, if applicable, the amount charged f<lr the call) without Company
assistance, then the Company may lake routine customer service actions related to such
infoffimtion. (However, under this circumstance, thc Company may not disclose to thc
ellstomcr any call detail information about the customer account other than thc call detail
information that the cllstomer provides without the customcr Iirst providing a password.)

7. The Company has adoptcd a policy that it does not and will not usc, disclose, or permit
access to CPNI in connection with Company-initiated markcting of services to which a
cuStonleT does not already subscribe Irom the Company (oul-ho'lnd marketing).

g. The Company maintains appropriate papcr andJor electronic records that allow its
cmployees, independent contractors and joint venturc partners to clearly establish the status
of each customer's Out-out and/or Opt-In approvals (if any) prior to use of the customer',
CPN1. These records include: (i) the date(s) of any and ali oftne customcr's deemed Opt-out
approvals and/or Opt-in approvals, together with the dales of any modifications or
rcvocations of such approvals; and (ii) the typc(s) of ef'Nl use, access, disclosurc and/or
distribution approved by the customer,



9. Before a ellstomer's ePNI 0,1n be used in an out-bound marketing activity Ol' campaign,
the Company's records must bc che0ked to determinc tho status or the customer's CPNJ
approval. Company employees, independent contractors and joint venture partners are
required to notily the CPNI Compliance Of1icer of any access, aeeUnl0Y or security problems
they encounter with respect to these records.

If new, additional or cxtended approvals are necessary; the ePNI Compliance Officer will
determine whether the Company's "Opt-Out ePNI Noti0e" or "Opt-In CPNI Notice" must he
tl~ed with respect to various proposed out-hound marketing activities.

10. The ePNI Compliance Onl0er will maintain a record or each out·bound marketing
activity or campaign, induding: (1) a description of the 0ampaign; (ii) the speeiJlc CPNI that
was used in the campaign; (iii) the date and purpose of the campaign: and (iv) what products
and services Were offered as part of the campaign. This reoord shall bc maintained I(lr a
minimum of ooe year.

II. The Company's employees and billing agents may use crNI to initiate. render, bill and
collect for telecomnmnieations services. Thc Company may obtain information from !lew or
existing customers that may constitute erNI as par! of applications or requests Ii,,. new,
additional or modified services, and its employees and agents may use such customer
information (without further customer approval) to initiate and provide the services,
Likewise, the Company's employees and billing agents may Use customer service and calling
records (with(llit customer approval): (a) to bill customers for services rendered to them; (h)
to investigatc and resolve disputes with customers regarding their bills; and (c) to pursue
legal, arhitration, or olher processes to collect .Iate or unpaid bills from customcrs.

12. The Company's employees and agents may llse CPNI without customer approval to
protect the Company's rights or property, and to protect uscrs and otllcr carriers from
fraudulcnt, abusive at illegal uSe of (or subscription to) thc teleconUllunieations servic0 from
whkh the CPNI is derived.
Bcea1l3e allegations and investigations of fraud, ahuse and illegal usc constitute very
scnsitive mallers, allY access, use, disclosure or distribution of CPNI pursuant !o this Section
must be expre"ly approvcd in advance and in writing by the Company's CPNI Compliance
Officer.

n. The COl'npany's employees, agents, independent contractors and joint venture partners
may NOT use CPNI to identify or traek customers who have made calls to, or received calls
li'om, compcting carricrs. Nor may the Company's employecs, agents, independent
contractors or joint venture partners uSe or disclose ePNI for personal reasons or pro/it.

14. Company policy mandates that filcs containing ePNI be maintained in a secure manner
such that they cannot be used, accessed, disclosed or distributed by unauthorizcd individuals
or in an unauthorized manner.



15. Paper liles cuntaining CPNT are kept in secure areas, and may nut be used, removed, or
copied in an unauthorized manner.

16. Company employees, agents, independent contractors and joint venture partners are
required to notifY thc ePNI Compliance Officer of any access Or secUlity problems they
encounter with respect to files containing CPN!.

17. The Company may permit its customers to establish online accounts, but must require an
appropriate password to be rumished by the customer before he or she can acccss any CPNI
in his or her online account. Since December 8, 2007, passwords may NOT he based upon
readily obtainable biographical information (e.g, the customer's name, mother's maiden
name, social security numher or date of bilth) or account inf(lTInation (e.g, the customer's
telephonc number or address),

18. Since Dccember 8, 2007, customers may obtain an initial or replacement password: (1) if
they come in person to the Company's business o!'lke, produce a drivcr's license, passport or
other government-issued identification verifYing their identity, and corrcetly answer eertuin
questions regarding their service and address; or (ii) if they call a specil1ed Company
telephone number from their telephone number of record, and thcn wait at that number until
a Company representative calls them back and obtains correct answers to cerlai', questions
regarding their service and address.

19. Since Dcccmber 8, 2007, the Company will notifY customers immediately of certain
changes ill their accounts that may affect privacy or security matters.

a, The types of changes that require immcdiatc notiJication include: (a) change Or reqllest
1,,1' change or the customer's password; (b) change or request for change or the
customer's address of record; (c) change or request for change of any significant clement
of the customer's online account; and (d) a change or requcst for change to the
customcr's rcsponses with respect to the back-up means llf authentication for Illst or
forgotten passwords.

b. The notice may he provided by: (a) a Company call Or voicemail to the ellstomer's
telephone number of record; (b) a Company text message to the customer's telephonc
numher of record; or (c) a writtcllnoliee mailed to the customcr's addrcss of record (to
the customer's prior address of record if the change includes a change in the customer's
address oJ'rewrd).

c. The noticc must identify only the general type of changc and must not reveal the
changed information.

d. Tho Company employee or agent sending thc notice must prepare and furnish to the
ePNI Compliance Ollieer li memorandum containing: (a) the name, address of record,
and telephone llumbcr of record of the customer notificd; (b) a copy or the exact wording
of thc tcxt message, written notice, telephone message or voiccmaiJ message comprising
the llotice; and (c) thc date and time that the noticc was sent.



20. Since December 8, 2007, the Company must provide an initial noti"e to law enforccmcnt
and a subsequent notice to the customer if a security breach results in the disdosure of the
customer's CrNl [0 a third party without the wstomel"S authorization.

a. As soon as practicable (and in no event more than seven (7) days) aller the Company
discovers that a per"m (without authori~ation or exceeding authorizllt;on) has
intentionally gained ae"ess to, used or disdosed CrNI, the Company must provide
electronic notification of such breach to thc United States Secret Service and to the
Federal Bureau of Investigation via a central reporting facility accesscd through a link
maintained by the FCC <It hllp:llwww.fcc.gov/eb/cpni.

2l. Since December 8, 2007, the Company will provide eustomcrs with ac"ess to CrNT at its
retail locations if the customer presents a valid photo lD and the valid phot.o fI) matches th"
name on the aeeOlml.

22. Since December 8, 2007, the Company takes reasonable measures to discover and protect
against activity that is indicative of pretexting including requiring Company cmp!oyeeB,
agcnts, independent contractors and joint venture partners to notifY the ePNT Comp1ianc~

Officer immediately by voice, voi~email or email or: (a) any suspicious 01' unusual call
requesting <I cu~tomer's call detail inj()rmation t)r other ePNI (inclllding a call where the
eallcr furnishes an incorrect password or incorrect answer to one or bt)lh of the "shared
secret" question-answer eomblnat!t)ns); (h) any ~uspiclollS or unusual attempt by an
individual to change a customer's password or account inJ(wmation (including providing
inadequate or inappnJpriate identification or incorrect "address or record," "telephone
number of record" or other ~igni lieant service information); (c) any and all di~~overed

instances where aCcess to the Company's electronic liies or datahases containing passwords
or CPN! was denied due to the provision of incorrect !ogins and/or passwords; and (d) any
complaint by a customer of unauthorized or inappropriate usc or disclosure of his Ol' her
CPNI. The CrNl Compliance Orficer will request further information in writing, and
invest.igate or supervise the investigation of, any incident or group of incidents that
reasonably appeal' to ent.ail pretext.ing.

IV, CPNI Compliailce Officer

In addition to the specific matters required to be reviewed and approved hy the Company's
CPNI Compliance Officer, employees and agenL~, independent contractors a11d joint venture
partners are strongly encouraged to bring any and all other questions, issues or uncertainties
regarding the use, disclosure, oj' access to CrNl to the attention 01' the Company's CPNl
Compliance Officer for appl'Oj1"iate investigation, r~vicw and guidance. The extent. to which
a particular employee or agent brought a ePNT matter to the attention of the CPN!
Compliance Oftlccr and received appropriate gUidance is a materiltl consideration in any
disciplinary action brought against the employee or agent for impermissihle use, disclosure
or aeee~~ to CPNI,



V. Disciplinary Procedures

The Company has informed its employee, and agcnts, indepcndent eontracto" and joint
venture palincrs that it considers compliance with the Communications Act and FCC Rules
regarding the use. disclosure, and access to CrNI to be very important.

Violation by Company employees or agents 01' such CPN! requirements will lead to
disciplinary action (including remedial training, reprimands, unl'avomblc perl'ormancc
rcviews, probation, and tenllination), depending upon the circumstances of the violation
(including the scverity or the violation, whether the violation was a lirsl time or repeal
violation, whether appropriate guidance was sought 01' reccived from the CPN! Compliance
Ollicer, and the extent to whieh the violation was or was not deliberate or malicious).

Violation by Company indepcndcnt contractors or joint venture partncrs or such CPNf
requirements will lead to prompt disciplinary action (up to ami including remedial tr~ining

lUld tennination of the contract).



Exhihit 2

Professional Answering Service, I...,.

STATEMENT OF ACTIONS TAKEN AGAINST DATA BROKF,RS

A. During Calendar Year 2007, the Company ha~ instituted the 1(,]Jowing proceeding, or filed
the following petitions, against data brokers belCH"<; the Federal COllllUunications
Commission;

NONE

B. During Calendar Year 2007, the Company has instituted the folloWing proceeding, or liled
the following petitions, against data brokers before the Missouri State Commission

NONE

C. During Calendar Year 2007, the Company has instituted the ")]Jowing proceeding, or filed
the following petitions, against data brokers bel()re the following Jcderal or state courts:

NONE



Exhibit 3

PrMessional Answerill~ Service, Inc.

SUMMARY OF CUSTOMER COMl'LAINTS
REGARDING UNAUTHOIUZRJ) RELEASE OF CPNI

A. During Calendar Year 2007, the Company has received the following number of customer
complaints related to unauthorized access to. {)l' disclosure 01: CPNI due to improper access
by Company "mployees:

NONE

B. During Calendar Year 2007, the Company has received the Ic)llowing number of customer
complaints related to unauthori~wu access to, or disclosufC 01; erN! due to improper
disclosure to individuals not authorized to receive the information:

NONE

C. During Calendar Year 20m, the Company has received the following nL.mher of customer
complaints related to unauthorized access to, or disclosure of, CPNI due to improper access
to online information by individuals not authorized to view the inl(llll1ation:

NONE

D. During Calendar Year 2007, the Company has become aware ",fthe following processes that
pretexters are using to attempt to access its ePNI;

NONE


